Chapter 2- Things and Connections

Working of Controlled Systems
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Features of control system: Accuracy, Energy Saving, Improved
Safety, Stability, Speed etc...

Types of Control System

Open Loop Control System.
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Closed Loop Control System.
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Difference between Open and Closed Loop Control System.

Open Loop Control System Closed Loop Control System
The feedback element is absent The feedback element is always present
An error detector is not present An error detector is always present
It is a stable one It may become unstable
Easy to construct Complicated construction
It is cost effective It is costly
It is inaccurate It is accurate
Less maintenance More maintenance
It is unreliable It is reliable
Examples: Hand drier, tea maker Examples: voltage stabilizer, AC

Real-time System: Real-time System is a system that is used for
performing some specific tasks. These tasks are related with time
constraints and need to be completed in that time interval.
Common examples of real-time systems include air traffic control
systems, process control systems, and autonomous driving
systems.
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Connectivity models — TCP/IP and OSI model
OSI Model

OSI Model T YT ATH Open System Interconnection % 3@ ISO (International
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Eﬁ?ﬁ%l 0SI Model ot Fead fr?r ‘LW%T%ﬂWWWH%WW reference
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39 ATed & G4t layers BT 3TAT 3T 3] HTH gidT g for o fh 21 U Riew 3
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7 Layers of OSI Model

Application

High-level API. resource sharing

Presentation
Data formatting, encoding,encryption, compression

Session
Authenticate, manage sessions and reconnections

Transport
Meszszage segmentation, acknowledgement, reliable

MNetwork
Multi mode routing and addressing

Data link
Flow and error control on physical link

Physical
Transmission of physical bit streams




Physical Layer

0S| model § physical TR I A Bl AR %I g AR ThioTma auT safc?gqm
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Function of Physical Layer

Physical layer g define Hal % f& q1 a1 a1 ¥ S1ET devices 30 H physically G|
connect Eﬂ?ﬁ % si-lab IR do Ir\\SLbls"I fopar SITan % f& Acae o E?f devices & AH
DI transmission mode ST, Simplex, half-duplex, 3R full duplex ﬁ@ﬁquﬁrﬂ
T information ®1 AT & aTal Rivd &1 HYid #RaT .

Data Link Layer

0S| MODEL H 3T foith TR -d ¥ g AsR B 0laR 8 | 59 AR P14l sub-layers BIail
%:- MAC (Media Access Control) & LLC (Logical Link Control).

RS AR | Aedd TR g1 ﬂﬁw@m%ﬁﬁﬁ decode d¥Yl encode ﬁ?_i?ITTrl'I?IT%r
TUT T8 TR TG Ut ensure FRAT g fh ST A UdhcH error free B

3 TR DI A e Ht H81 a1 81 39 layer H ST TMRMA & o8 &l Ticidia

WT@?[% HDLC (High-level data link control) & PPP (Point-to-Point Protocol).

Function of Data Link Layer
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Wﬁmm%%mmﬁaccess E'CIT\?ITQ

Network Layer
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Function of Network Layer
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Transport Layer
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Function of Transport Layer

Transport layer Wﬂ@m data &1 T hCR LS| g{-l\{ computer dd transmit bl
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Session layer Gﬁ% dg dialog controller P Hifd BT Bt % e al processes & A
dialog FI create HIAL % g synchronization %Wﬁ “—ﬁg:ﬂw_cﬁ% 31’211?[@3 1t
transmission ﬁﬁ_‘iﬁ error &ﬂﬁﬁﬁ%?ﬁmﬁmmwa

Presentation Layer
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Function of Presentation Layer

<Y layer o[ G encryption [ _eﬁ?ﬂ % Privacy & ﬁ*I'Q QYUDT use foar Smar %
QUDT HB hTH compression hI lﬁ% Compression dgd TPy s\ldl %fﬁhﬁggﬂ data

G| compress PP D size | HH B Yhd %
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TWATH A TR 051 model BT AT (TEY I=aH) TR & | TRATHIA TR B T
T AR IRAfd® TRib A dUT 31 Layer b HEH interface BT g |

TPYT TR end user b IaO Aoidld Bl gl 30 AW &
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Function of Application Layer

Application layer %?{Iﬂq\\_ﬂ? remote computer I files P access WW% 3R
files B retrieve WW% g email &I forward @T@?Wﬁﬁﬁ%‘m “—ﬁa_cﬁ%
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TCP/IP Model

TCP/IP b YT TH Transmission control protocol (TCP) d¥T internet protocol (IP) %I
TCP/IP 9GS dT3S 9§ (WWW) BT TH WEIHhId & o8 §H Sl pad o | 39 AlSd &I
internet & packets Pl send B DB 1%111 Igﬂlé:l W‘TCIT% TCP/IP AISd end-to-end

HRIDHIH UGH BT &1 TADI 1970 TUT 1980 & G & A Department of
Defense (D.0.D.)  foefrd fosar T

g model q_s'ﬁﬂfﬁ_d hdl %% Uh foxiy computer fPI UBR Finternet T connect
BT § 3R 31 A data BT transmission [ THR BT €. Id §gd UIN computer
networks Wﬁ@gﬁ?ﬁ%ﬁ@ﬁ%ﬁvirtual network 9 & Haa hXdl % TCP/IP

model T HBJ 352 EIEH@W communication Y& &I 7. 3Ufd 81 3T& GRI
W@W@Iﬁ network & HF communicate TR T d B.

4 Layer of TCP/IP Model

TCP/IP

Application

Transport

Internet

Network
Access

Network Access Layer

g AR TCP/IP HISd &t Jad AgdH (lowest) TR %I Acdd Q?Rﬁ?réuw—s' describe
B & [ fhT UBR SeTead H sent 81T 8 | T8 AR, 051 model H define fFa T
data link layer 3R physical layer [ Ud combination Eﬁ?ﬂ%

gg layer Uch é’r network H 33f devices & & Eﬁef aTel data o transmission b ]%I'Q
ﬁmﬁm EﬁTﬂ % <Y layer DI Obllf '\1Cd<§> % aIR] transmit %ﬁr m?r IP datagram ﬁ

frames H encapsulate Eb_Fﬂ% 3R IP address &I physical address H map W% <
TR gIRT TN fhd S aTel protocols %z- Ethernet, FDDI, token ring, x.25, frame

Relay.




Internet Layer

g TR TUIE TR dYT T oaR & He YT gkl g1 S9H ST &I 1P
datagrams CRGUR ﬁw fopar ST % g datagram source d¥YI destination IP Q@Aﬂ
H contain Wﬁ%m@%%ﬁ I sent dUT receive fFATIATIF | sﬂﬁ

network layer it ﬂ?f %’

Transport Layer (Host to Host)

g TR Sl & IR & forg foiieR Bt § I8 TR TWiidheH AaR auT §ex-e
W%ﬂﬂ@lﬂ@?ﬂ%l g data &t reliability, flow control G-ﬁT correction %ﬁ*l'q ot
IR BT 3.

39 R H &1 g Uicibicl BT hd 6:-

Transmission control protocol (TCP) & User datagram Protocol (UDP)

Application Layer

g TR TCP/IP HISH B! TaY & U g1 I8 OaR UQIhey &l Head diaq
AR FRA I T BIelt 8| T8 TR ok Dl HRIFH A SUA BRI g oi:-
39 ST3OR, 3-Ad, TUT 37 URIH L & gRI|

Application éﬂ?‘gﬂqﬁamﬁ%a ﬂﬁ%awa@%’a receive W?ﬁ%l g layer
Wﬁ application & 1Y interact Wﬁﬁﬁﬁ?ﬂwmé

Difference between OSI Model and TCP/IP Model

OSI Model TCP/IP Model

OSI T YT -TH open system interconnection DT YT [TH transmission control protocol /
%. internet protocol %

23 150 - fawd fear g, I APRANET A fasRId fhar 8.
wﬁﬁmsﬁ?ﬁ% Eﬂﬁlllayera_cﬁ%.
errticalmﬁfollowwg q_s'horizontalma'ﬁfollowm%.

Y AISA B WA 9gd HH [BATTAT R, TH model BT SUTNT STET {1 ST .

TCP/IP model Prolocols and services 0S| model

( ™ E=rr
HTTP, FTTP, Applicalion
Applicalion Telnel, NTP, Presentation
DHCP, PING -
\. T Session
Transport TCP, UDP Transport
Neftwork IP, ARP, ICMP, IGMP Nefwork
- —— - Bl madi by il e
Interface lhemel Phusical
. - o,




Transmission Mode

J8 SRR R W ST a1 Yol T ®/H ¥ g /M W e gl §
transmission mode Wﬁl?ﬁ% gg Jd-I & flow EPI%T ﬁﬁ’-‘?ﬂ F indicate W% 3@
communication mode 1—?[3’3?[% g 3 Types%fﬂ?f%z

Simplex, Half-duplex and Full-duplex

Simplex

Simplexﬁﬂﬁ%% d?l-gi-'\'lab-?l"l Had dh fﬁﬁ’-‘fﬂﬁ@l’rﬂ YT sender had ST
Hl send B Fbd] % U] recieve QEPIWWT%

A " B
Simplex 4 to B only

Example: Radio, TV, Remote, etc...

Half-duplex

Half-duplexﬁgqa:ﬁm\’tﬁﬁ@’aﬁ send TYUT recieve B Fbd % Afd Uh JHY
A PHad UH 5l fGxn |, 3rufd 398 T &t IHT H send TUT recieve GIF1 &1 ol &
W% <Y mode Pl HH-HH semi-duplex Qﬁﬁ?f%

A g ” B
Half-DuplexAto BorBto A

Example: walkie-talkie
Full-duplex

SO0 §H ST I Uh &l THI H send HI B gbd g dUT recieve HI B ghd §. T
Ty ol SR mode B.

AT " B
Full-Duplex Ato Band Bto &

Example: Telephone
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Wired and Wireless Methodology

(Transmission Media)
[

Guided Media Unguided Media

—{ Twisted Pair Cable ) —( Radio Waves |
—{ Coaxial Cable J —{ Micro Waves ]
_.( Fiber Optic Cable J —{ Infrared Waves j

Wired Transmission Media
dg Transmission Media fSIIH 1 Devices o A& BRI Physical Method o Had
T IR P GRTBIAT & 3T Wired Transmission Media P8d 8. 39 Guided Media Hi

Fed 5. J FufiRad UeR & gld &
Twisted Pair Cable
Coaxial Cable

Fiber-Optic Cable

Twisted Pair Cable
Data® Transmission o feTd SUANT H ARIT ST 9Tl Ga 3T ATEIH Twisted Pair

Wiresf-ﬁ?f%l wmﬂmﬁﬁ Copper Wire & PairﬁmGﬂﬂT%I E%Plastic Cover fob
HETQT‘IT@ Insulated fa'qf\rlldl %I si-lab qWﬁWireﬁ&ﬂWﬁTwisth
WA g | oY 98 Ue it & 9 STHR A 81 o |

S G Wire &1 AR Ao X@T Sf Tahd g, T JHIR I8 TR Vol 7T Signal
MY H Mix é’fﬂﬁ%l Twisted Pair § SUIRT H AT S Tl Copper Wire HTHd:
1 Mm %‘ﬂ?ﬂgﬁ%ﬂ?ﬂ%l <Y Media Wmﬂmmmlephone Lines | fopam
ofldl %I Computer N/W T Use T TRIT 9IH 9Tl g Media Unshielded Twisted Pair
(UTP) BT & 59 HIHIH T 10 Km TP P Range H Date BT 1 MBPS T 3ifh bt
Speed TR Holl Sl e 5 |
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Coaxial Cable

Twisted Pair Cable O 3Hf¥® AR § Signal -_-l_sgf Vol o gabd % U]% Video Signal &I
Transmit WTEP[, dd Twisted Pairﬁmnﬂ'ﬂ-ﬂ:lﬁﬁ hdl %I RS HRUTY Heavy
Signal ﬁTransferW%%’QCoaxial Cable WWWW%I Udh Coaxial cable
A g 3fdRp TR W Copper Wire fob core Cable Eﬂ?ﬂ%ﬁlﬂtﬁ Plastic Material 1
Udh HTARUT ¥gdl %I <Y Plastic Material Aluminium f& conductor Layer Eﬁ?ﬂ %I ST
\_rl'IFﬂE'R *U o Q_E-!?ﬁ % BRI SITAER Conductor Plastic Material &T Cover Yedl %I
Coaxial Cable ®T 3fIGHTH STANT Cable T.V. Network, CCTV Cable T faraT ST 5|

Outside insulation Insulation

Copper mesh Copper wire

Fiber-Optic Cable

Fiber Optics Uch ﬁﬂTIIT?EIT[ %, forad Digital Data &1 UBTY I A I Transmit T
SITdT g | T8T Date I 0 3R 1 P Signal B =0 H NolT 9gd ST gidl §, TP o1
Signal B U H Light Holl ST, S8 I 1 {HT ST 8§ 3R O Light =T Yol ST 9 IS4
0 HFTSTAT 8| Fiber Optic Cable &1 STeT Wol- &1 &Y dol H1egd AHT ST § |

Light Source: aaqaﬁﬁﬁwwﬁ Frequency IR fHdt source & ATEOH I UHT b
CRUECEACATIGI

Fiber Media: Source WW%@W%W@W@W Transmit B
%f@lﬁﬁfﬁ@[ Glass Material T Tube T &WW Glass & I Smooth Eﬁ?ﬂ%l
TR~ TR g P Ga=T B a1 STl § Fored ofd HY Source GRTUHIRT o fahR 0T Wit
G'I?ﬁ%,a_s'Tube @WTransmit:lﬁql?ﬁ%IWlﬁSourceWW%Wﬁ
STl &, 98 Tube 5 31TdR® I T WRIGMId 81 Transmit 81d! X841 |

Detector: Fiber Tube %@ﬂb\’ﬁﬁw Photo Detector F‘Iﬁaﬁ%, o Light &0 H 3
dTd Signal ! UgdM od § 3R 3 0 a1 1 & =0 # uRafdd R ad |
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Wireless Transmission Media

Communication %ﬁ‘lﬁﬂ“—ﬁ@lﬁw Physical Connection WWH“—IHTGQI%I S?ﬁ
HRUT Y Air T T R0 &1 S9N foran Srar €, o g4 electromagnetic wave gl
electromagnetic spectrum & A F Fd §, S ardraRor § Signal CARCRIRG Rl
IHIH & Th RM ¥ IR RIF d%b Ugdl b | & AT Unguided TT Wireless
W%I Wire Less Media & 0 H a9 L4I‘<';(:1 Radio Waves o1 SUANT fobar 17|
Radio Waves ITHTIC: Circular Wave BIdlt %’ oIt ot oft fomm & gfd fos < gepat
%I <Y Communication WWH’@ Advantages %%ﬁ?sﬂ@ﬁaﬁ?ﬂ@r Signal B
Unlimited T H User %@'—RT Access fohaT ST b % uég RS 1Y | Data & Loss
B BT JUTST Ty 34T It B

Electromagnetic Waves 30 1Y electromagnetic field Pl electromagnetic energy Pl
carry W % space % HIH @ Electromagnetic Waves f[ Gamma Rays , X — Rays,
Ultraviolet Rays, Visible Light, Infrared Rays, Microwave Rays 3fR Radio Waves qo]
Eﬁﬁ % Electromagnetic Waves (usually Radio Waves) Pl SIJHIA wireless

communication ﬁ%ﬁ?ﬂ% signals Ga carry Wﬁ%ﬁ*ﬁ

N ’
~ ’
N ’

Infrared Visible Ultraviolet X-Ray

INFRARED

Radio Spectrum Optical Spectrum

300 GHz

14



Radio Waves

Radio waves Udh YDhR D[ form % electromagnetic transmission I EEEA 2 XdHI T
wireless communication f[a?ﬂ% Radio waves signals ARG generate foar
Il g, A YT AR T 3 KHz ¥ 300 GHz P range HBIAT B |

D[ IIJHICT wireless communication ﬁ%ﬂﬁﬂfﬂ?ﬂ%ﬂ% ‘:-é"lcbﬂl Uch Y RG]
e % DI Y AT I objects H penetrate €3f b % ARIYHAY long distances i}
travel WW%

Radio communication O parameters U IRk ot 8 S Bt & wavelength,

transmitter power, receiver quality, type, G-ﬁT antenna 1 height.

Micro Waves

Microwave DI wavelength one meter T one millimetre & YaR 3{Tdl %I _&'Flf[
frequency varies Hal % 300MHz ¥ 300GHz & HIdR. 5% H¥ =4 | long distance

communications %%’QW%&TW% 3R ﬁagaé‘rm expensive Eﬁ?ﬂ%

Infrared Waves

Infrared radiations 3 electromagnetic radiations P! Bl SIdl %’ forad longer
wavelengths BIdT § visible light @1 J@T H. 3P SXTHTA BT ¥ ¥ short-range
communications & f?’I'Q foar Sran % g signals solid objects & through pass '_-I—E?[W
qHAT g

3aolRU & 1%111 Television remote control, mobile data sharing, CCTV d¥l ﬁlﬂT’{ﬁ
ey Rer 3n1fe # fosar Srar 8.

Wired Network Wireless Network

Faster transmission speed Slow transmission speed

Propagation delay is Low Propagation delay is high

More Secure & hence Reliable Less Secure & hence less Reliable

Devices must be hard-wired Installation is Quick

Less Expensive More Expensive

Installation & maintenance Installation & maintenance cost Low

cost High

Hub, Switch, etc. devices are used Wireless routers, access points, etc. are
used.
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The process flow of an loT application.
Internet of Things t& WM Technology 2, =1 purpose Jsft devices @

internet & Siigen 2, 3R Uh AEIA B BT F internet B U HA gT 32
UH-gAT B AT JFdlE & A help B 2

JAGA Usal Sensor or device MAURT & drardael A data collect w2 &1 data
collect 8t & @e 3 data@d fm=ft 8t communication medium @& through
loT platform @& cloud infrastructure w2 send fpam wimar 21 cloud w2 data
Ugael & 9l $A d&ar decisionciel & foiw Big data analytics engine &1 3u=iter
HIB JAd BT A Store, analyze and manage s St 21 last# g Email,

Display, Information or alert @ #rerdt A sX end-user d & &= &mar B

&
Analog —_—
n™a = D

@
IS
@

Sensor

DIGI
REMOTE MANAGER®

? Gl XB Messages

g Wired WAN, = ]
Wi-Fi — —
Analog or o] (o]
cellular . : .
SCADA Historian Analytics
Sensor R system

Chapter 2 exercise

1. us systemaht feedback &1 3u=iier fbu = process @& control w2 & f@ U device &1 3u=er HdT B 2

Open-Loop Control System
Closed-Loop Feedback Control System
Regulator

All of the above.

o 0 T o

2. T®H system S output® measurement HI IUADT BAT & 3T TH ditsd outputd AT compare HT & ?

Open-Loop Control System
Closed-Loop Feedback Control System
Both (a) and (b)

None of these.

o 0 T W

3. U8 Uk control system? f5d daet wa input 3T wH output? ?

a. SISO
b. MIMO
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c. Both (a) and (b)
d. None of these.

4. Tyeatafaag & A @ e guided medium & 22

Twisted Pair Cable
Fiber Optic Cable
Coaxial Cable
Atmosphere

o 0 T o

5. Optical Fiber & Internal core structured 29

a. Glass

b. Non-Metallic
c. Copper

d. Liquid

6. OSl Layer st Jgensit & logical units & signals & =rafRea wdt & o framewar smar 3 _ 2

a. Transport
b. Physical

c. Data-Link
d. Application

7. Internet protocol 3mdR W A OSl Layer ¥ & mar & ?

Network Layer
Transport Layer
Data-Link Layer
Session Layer

o 0 T o

8. Transmission media &I 3MHAAR U =H UbR classified eam sirar 2 2

a. Fixed Or Unfixed

b. Guided Or Unguided

c. fagiRa @ sifeidag &
d.

None of these.

9. OSI Model & @er 3t layer data compression &t & ?

a. Network

b. Data-Link

c. Physical

d. Presentation

10. End-to-end connection ___ Protocol grr zenfta fesar srmm 2 2

a. IP

b. UDP

c. TCP

d. All of the above.

11. Physical layer & bits @ frame & uRafda feer smTar 2 _ 2

Data-Link Layer
Network Layer
Transport Layer
None of these.

o 0 T W
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12. Transport layer &1 #z &rf & ?

Node-to-node distribution
Process-to-process delivery
Routing

None of these.

o 0 T o

13. Network layer protocol &iet AT protocol g ?

a. IP
b. Telnet
c. FTP

d. None of these.

14. Closed-loop control system &1 37ef 3 6 33 system @t outputsy wR ferslr &=t 38 2

a. Input

b. Processing

c. Feedback

d. None of these.

15. The full form of SSLand TLSis ___?
a. Secure Socket Layout and Transport Layer Session.
b. Session Socket Layer and Transport Layer Session.
c. Secure Socket Layer and Transport Layer Session.
d. Secure Socket Layer and Transport Layer Security.

16. sad A P LPWAN depelles oid 2 ?
a. LoRa

b. WiFi

c. SigFox

d. None of these.

17. OSI Model 3 5= layer @I port layer @1 &rar 2 ?

a. Application
b. Presentation
c. Transport

d. Session

18. MQTTis ___?

Based on publish-subscribe architecture.
Based on client-server architecture.
Both (a) and (b)

None of these.

o 0 T o

19. feeafaRaa & ¥ @rer 2ft Layer IOT & end-to-end communication provide @&zt & ?

Physical Layer
Data-Link Layer
Session Layer
None of these.

o 0 T o

20. Secure MQTT &1 dres (standard) port number 2 ?
a. 8888 b. 8883 c. 8000 d. 1883
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