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Chapter 1- Introduction to Internet of Things 

IoT (Internet of things) ;g ,d ,slk platform gS] tgk¡ regular devices 

internet ls tqM+h gksrh gSa] vkSj os ,d&nwljs ds lkFk communicate djrh gSaA IOT 

,d network gS tks fcuk fdlh ekuo gLr{ksi ds internet ij data dks store 

rFkk exchange dj ldrk gSA ftlesa eq[; #i ls electricity, electronic 

components , internet connectivity, software  rFkk hardware dh t#jr 

gksrh gSA  

 

Internet of things esa things word dk eryc fnu Hkj ds thou esa fdlh Hkh 

pht ls gS ftls internet ds ek/;e ls access ;k connect fd;k tk ldrk gSA 

IoT ‘kCn dk fodkl lcls igys Kevin Ashton us 1999 esa fd;k FkkA 

IoT Advantages IoT Disadvantages 

Improved Customer Engagement Security / Privacy 
Speed / Automation Complexity 

Easy access / M2M Communication Unemployment  

Enhanced Data Collection Dependency 
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Characteristics of IoT 

Internet of Things (IOT) dk vFkZ ,slh Devices ls gksrh gS tks Internet ls tqM+h 

gksrh gSA IOT ds vUnj ,slh Devices vkrh gSa ftuds }kjk Wireless Network esa 

Data dks Send rFkk Receive fd;k tkrk gSA 

 

IOT dh Characteristics fuEufyf[kr gSa& 

1. Connectivity- IOT dh lcls egRoiw.kZ fo’ks”krk Connectivity gksrh gSA IOT 

Devices vkSj muds Components tSls& Sensors, Compute Engine, Data 

Hubs vkfn ,d&nwljs ls Connect jgrs gSaA IOT Devices ,d&nwljs ls Radio 

Waves, Bluetooth, Wi-Fi, Li-Fi vkfn ds }kjk Connect gks ldrh gSaA  

2. Intelligence- IOT esa cgqr lkjh ,slh Algorithms gksrh gSa ftuds }kjk ;g 

Intelligent cu tkrk gSA blesa Big Data Analytics vkSj Machine Learning 

dk iz;ksx fd;k tkrk gS ftlls fd csgrj Decision fy;k tk ldsA blesa 

Situation ds vk/kkj ij Data dks iz;ksx djds mi;ksxh Business Decisions 

dks fy;k tkrk gSA blds vk/kkj ij ge dg ldrs gSa fd IOT cgqr gh 

Intelligent vkSj Smart gksrk gSA 

3. Sensing- fcuk Sensors ds IOT laHko gh ugh gSA Sensors ds ek/;e ls gh 

Environment esa gksus okys Changes dks Detect vkSj Measure fd;k tkrk 

gSA ge euq”; vius iqjkus vuqHkoksa ds vk/kkj ij viuh ifjfLFkfr;ksa dks vklkuh 
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ls le> ldrs gSa vkSj mUgsa Analyze dj ldrs gSaA ijUrq IOT ds fy, gesa 

Analog Signal dks Read djuk iM+rk gS ftlls fd gesa mfpr Insights izkIr 

gksaA ge fdlh fo’ks”k Problem ds vk/kkj ij Data dks bdV~Bk djus ds fy, 

Electrochemical, Gyroscope, Pressure, Light Sensors, GPS, vkSj RFID 

vkfn dk bLrseky djrs gSaA 

4. Dynamic Nature- IOT dh ,d fo’ks”krk ;g gS fd bldk Nature Dynamic 

gksrk gSA IOT esa Data dks bl izdkj Collect vkSj Convert fd;k tkrk gS 

ftlls fd Business Decisions dks fy;k tk ldsA Data dks Collect vkSj 

Convert djus ds fy, IOT ds Components dk Nature Dynamic gksuk 

pkfg,] vFkkZr~ bldh voLFkk cnyrh jguh pkfg,A 

Example- IOT Sensors dks vxj fdlh txg dk Temperature ekiuk gS 

rks mls Location vkSj Weather Conditions ds vk/kkj ij Change gksuk 

iM+sxkA tSls& Delhi esa vyx Temperature gksxk vkSj Mumbai esa vyx 

Temperature gksxkA 

5. Scale- IOT vko’;drk ds vuqlkj vius Scale dks cM+k vkSj NksVk dj ldrk 

gSA ?kjksa esa IOT dk Scale NksVk gksxk vkSj Factories rFkk Company esa bldk 

Scale cM+k gksxkA blds Scale ds vk/kkj ij gh IOT Carriers dks Design 

fd;k tkrk gSA 

6. Security- IOT dh ,d eq[; fo’ks”krk bldh Security gSA IOT Devices esa 

cgqr lkjs Security Threats gksrs gSaA bu Threats ¼[krjksa½ ls cpuk cgqr gh 

t:jh gksrk gSA blesa Sensitive Information dks Transfer fd;k tkrk gSA 

bl Data dks Hacker ;k Attacker ds }kjk Manipulate vkSj pqjk;k tk 

ldrk gSA IOT System dks Design djus ds nkSjku gesa lqj{kk djus pkfg, 

tSls& Firewall dks Install djuk] VPN dk Use djuk vkfnA 



 

 
5 

 

7. Communication- Devices ,d&nqljs ls Communication djus ds fy, 

Connect gksrs gSaA Communication cM+h nwjh vkSj NksVk nwjh dk gks ldrk gS 

tSls& Wi-Fi vkSj LPWA (Lower Power Wide Area) Network vkfnA 

8. Scalability- IOT Infrastructure esa izfrfnu phtsa (Things) c<+rh gh tk jgh 

gSaA blfy, IOT dk Setup ,slk gksuk pkfg, tks fd cM+s Expansion ¼foLrkj½ 

dks Hkh Handle dj ldsA 

How IOT Works 

iwjh IOT Process Smart Phone, Smart watch, Electronic midj.k tSls TV, 

Washing machine tSls midj.kksa ls ‘kq: gksrh gS tks vkidks IOT Platform ds 

lkFk Communicate djus esa Help djrh gSaA 

Four Fundamental Components of IOT System- 

1. Sensors/Devices- Sensor ;k Device ,d izeq[k ?kVd gS tks vkidks 

vklikl ds okrkoj.k ls Live Data ,d= djus esa Help djrs gSaA bl Data 

esa tfVyrk ds fofHkUu Lrj gks ldrs gSaA ;g ,d Simple Temperature 

Monitoring Sensor gks ldrk gS] ;g Video Feed ds :i esa gks ldrk gSA 

,d midj.k esa fofHkUu izdkj ds Sensor gks ldrs gSa tks laosnu (Sensing) 

ds vykok dbZ dk;Z djrs gSaA 

Example- Mobile Phone ,d ,slk midj.k gS ftlesa GPS, Camera tSls 

dbZ Sensor gksrs gSaA 

2. Connectivity- lHkh Collected Data dks Cloud Infrastructure esa Hkstk 

tkrk gSA lapkj ds fofHkUu ek/;eksa dk mi;ksx djds Sensor dks Cloud ls 

tksM+k tkuk pkfg,A bu lapkj ek/;eksa esa Satellite Networks, Bluetooth, 

Wi-Fi, WAN vkfn ‘kkfey gSaA 

3. Data Processing- ,d ckj tc og Data Collect gks tkrk gS] vkSj ;g 

Cloud ij ig¡qp tkrk gS] rks Software Collected Data ij Processing 
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djrk gSA ;g izfØ;k dsoy Temperature dh tkap dj ldrh gS vkSj AC ;k 

Heater tSls midj.kksa ij mls Read fd;k tk ldrk gSA gkyk¡fd! ;g dHkh&dHkh 

cgqr tfVy Hkh gks ldrk gS tSls Video ij Computer Vision dk mi;ksx 

djds Objects dh igpku djukA 

4. User Interface- Information dks End Users ds fy, fdlh rjg Available 

gksuk pkfg, tks muds Phone ij Alarm Trigger djds ;k mUgs E-mail ;k 

Text Message ds ek/;e ls Notification Hkstdj izkIr fd;k tk ldsA 

Users dks dHkh&dHkh ,d Interface dh vko’;drk gks ldrh gS tks lfØ; 

:i ls muds IOT System dh tk¡p djrk gSA 

Example- Users ds ?kj esa ,d Camera LFkkfir gSA og Web-Server dh 

Help ls Video Recording vkSj lHkh Feeds Access djuk pkgrk gSA gkykafd! 

;g ges’kk ,drjQk Communication ugh gksrk gSA IOT Application vkSj 

System dh tfVyrk ds vk/kkj ij Users ,d Action ¼fØ;k½ djus esa l{ke 

gks ldrk gS tks Cascading Effects iSnk dj ldrk gSA 

Example- ;fn dksbZ Users Refrigerator ds Temperature esa fdlh Hkh 

cnyko dk irk yxkrk gS] rks IOT rduhd ds }kjk Users dks vius Mobile 

Phone dh Help ls Temperature dks Adjust djus esa l{ke gksuk pkfg,A 

IOT Applications  

Wearable: IoT dk iz;ksx wearable (iguus ;ksX;) esa cgqr T;knk fd;k tkrk 

gS tSls fd Smart Watch, Heart rate monitor, Glucose monitoring vkSj 

GPS tracking belts etc. ;s devices NksVh gksus dkj.k de energy consume 

djrh gS bu devices esa sensor yxk gksrk gS tks fd data dks collect djrk 

gSA 
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Health: IoT LokLF; ds {ks= esa ejhtksa vkSj doctors nksuksa ds fy, cgqr 

mi;ksxh gSA Hospitals esa Smart beds dk use fd;k tkrk gS] bu beds esa 

sensors yxs gksrs gSa tks ejht ds Temperature, Blood pressure vkSj 

oximeter etc. dks observe djrs gSaA 

Traffic Monitoring: IoT dk bLrseky traffic dks monitor djus esa Hkh fd;k 

tkrk gSA blls xkfM+;ksa dh speed dk irk yxk;k tk ldrk gS vkSj traffic 

dks Hkh analyze fd;k tk ldrk gS] vkSj ;fn dks okgu traffic rules dk 

ikyu ugha djrk rks mls Computer }kjk identify djds mldk challan 

dkVk tk ldrk gSA 

Agriculture: bldk iz;ksx d`f”k esa Qlyksa vkSj [ksr dh quality dks check 

djus esa fd;k tkrk gSA blds fy, [ksr esa sensors yxk;s tkrs gSa tks fd 

feÍh fd tkap djrs gSa vkSj data dks collect djrs gSaA tSls& feÍh dk 

moisture, acidity, Nutrients and Humidity etc. bl data dks analyze 

djds d`f”k dh xq.koRrk dks c<+k;k tk ldrk gS vkSj igys gh fu.kZ; ysdj 

Hkfo”; esa uqdlku ls cpk tk ldrk gSA 

Smart Home: ?kjksa esa Hkh IoT dk cgqr T;knk use gksrk gSA ?kjksa esa iz;ksx 

fd;s tkus okys T;knkrj midj.k smart gks x;s gSa] tSls& AC, Smart TV, 

Fridge, LED Bulb, Fan, Smart Door, Washing Machine etc. ftlls 

gekjh ftanxh cgqr gh vkjkenk;d gks x;k gSA 

Smart City: blesa cgqr lkjs {ks= vkrs gSa tgka ij IoT dk bLrseky fd;k 

tkrk gSA tSls&Traffic control, waste management, water distribution, 

electricity management, pollution checking etc. 

Industrial automation: fdlh Hkh m|ksx esa product dks rst xrh ls vkSj 

de [kpZ esa cukuk cgqr t#jh gksrk gSA mlesa IoT cgqr useful lkfcr gksrk 

gS] automation dk vFkZ gS fcuk human interaction ds dk;Z djukA IoT 

ds ek/;e ls ge automation dks izkIr dj ldrs gSaA 
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Surveillance: bldk iz;ksx Home, Office, Airports, Railway stations 

etc. ij fuxjkuh j[kus ds fy, fd;k tkrk gSA CCTV esa [kkl sensor yxk 

gksrk gS tks fd fdlh Hkh vlekU; xfrfof/k dks catch dj ldrk gS vkSj 

owner dks massage send dj ldrk gSA  

bu lc ds vykok vkSj Hkh cgqr ls {ks= gS tgka ij IoT dk use  fd;k tkrk gSA 

Building Blocks of IoT 

pkj phtsa IoT System ds building blocks dks cukrh gSa& Sensors, 

Processor, Gateway, Application. ,d mi;ksxh IoT system cukus ds fy, 

buesa ls izR;sd node dh viuh ,d fo’ks”krk gksrh gSA  

Sensors: Sensors IoT device ds front end gksrs gSaA ftudk eq[; dk;Z 

surroundings ;kfu vkl&ikl ls vko’;d data receive djuk vkSj bls 

vkxs database ;k processing system rd igaqpkuk gksrk gSA sensors real 

time esa data dks collect djrs gSa vkSj fQj vkxs ml data dks process ds 

fy, Hkst nsrs gSaA sensor dbZ izdkj ds gksrs ftudk dke vyx&vyx gksrk 

gSA Example- gas sensor, water quality sensor, motion sensor, 

moisture sensor, image sensor etc. 

Processor: Computer vkSj vU; electrical system ds #i esa processor 

IoT iz.kkyh dk fnekx gSA Processor dk eq[; dk;Z sensor }kjk collect 

row-data dks process djuk vkSj mls lkFkZd tkudkjh vkSj Kku esa cny 

nsukA la{ksi esa ge dg ldrs gSa fd bldk dke data dks intelligence nsuk 

gSA processor dks application }kjk vklkuh ls control fd;k tk ldrk gS] 

vkSj bldk ,d dke data dks lqj{kk iznku djuk Hkh gS] tks fd data dk 

encryption and decryption djrs gSaA Example- Microcontroller, 
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embedded hardware devices etc. devices ds Hkhrj yxs processor dk 

mi;ksx djds data dks process djrs gSaA 

Gateway: bldk eq[; dk;Z process fd;s x;s data dks route djuk vkSj 

mfpr mi;ksx ds fy, mfpr database ;k network storage esa transfer 

djuk gSA nwljs ‘kCnksa esa gateway data ds lkFk communication es help 

djrk gSA IoT system ds fy, communication and network 

connectivity vko’;d gSA  Example- LAN, WAN, PAN etc. 

Application: application IoT system dk nwljk Nksj gSA application 

collect fd;s x, lHkh data dk mfpr mi;ksx djrk gS vkSj users dks ml 

data ds lkFk interact djus ds fy, interface iznku djrk gSA ;s 

application cloud based application gks ldrs gSa tks collect fd;s x, 

data dks izLrqr djus ds fy, ftEesnkj gksrs gSaA Application user }kjk 

control gksrs gSaA Example- Smart home apps, security system control 

application, industrial control hub application etc. 

;fn ge IoT ds element dks la{ksi esa le>s rks ge dg ldrs gSa fd 

sensor }kjk collect raw data dks processor dks transfer dj fd;k tkrk 

gSA processor  raw data dks meaningful information esa convert dj 

nsrk gS vkSj fQj gateway device connectivity ds ek/;e ls remote 

cloud application ;k database system esa transfer dj nsrk gSA 

IoT ecosystem 

IoT ecosystem different type ds devices dk ,d connection gS] tks 

data dks analysis djrk gS vkSj network ij ,d nwljs ds lkFk 

communicate djrk gSA IoT ecosystem esa user smart devices tSls fd 

Smart phone, tablet, sensors etc. dk iz;ksx network ls tqM+h devices 
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dks command ;k fQj request send djrk gSA devices send fd;s x;s 

command ;k request dks analysis djus ds ckn user dks information 

okil Hkstrk gSA 

Component of IoT ecosystem  

IoT ecosystem esa os lHkh element ‘kkfey gSa] tks business, 

Government, Consumer dks vius IoT devices ls tqM+us esa l{ke cukrk 

gSA IoT u dsoy midj.kksa vkSj oLrqvksa ds chp connectivity dks cny jgk gS] 

cYdh ;g yksaxks dks vklkuh ls remote access izkIr djus fd vuqefr Hkh 

ns jgk gSA IoT ecosystem esa remote, dashboard, network, gateway, 

analytics, data storage vkSj security Hkh ‘kkfey gSA 

Gateway: gateway IoT devices vkSj connected network ds chp 

internet traffic dks manage djus ds fy, ,d important component 

gSA Gateway protocol vkSj network chp move gksus okys data traffic dks 

vklkuh ls mange djus esa l{ke gSA Different IoT devices different 

network protocol ij dke djrh gSaA Internet application ds fy, 

TCP/IP based protocol dk vkerkSj ij iz;ksx fd;k tkrk gSA 

Analytics: analytics software IoT devices }kjk generate data dks 

analysis djrk gS] vkSj result dks cloud database esa store djrk gSA 

Analytics dk mi;ksx fofHkUu izdkj ds ekeyksa ds fy;s fd;k tk ldrk gSA 

cM+h companies bulk esa data collect djrh gSa vkSj Hkfo”; ds volj dks 

ns[kus ds fy;s bldks analysis djrh gSa] rkfd os vklkuh ls vf/kd O;kikj 

mUufr dj ldsa vkSj blesa dqN gkfly dj ldsaA 

Cloud: Industry grade IoT lek/kkuksa dks cM+s iSekus ij Row vkSj Process 

data dks manage vkSj manipulate dh vko’;drk gksrh gSA vkerkSj ij 
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cloud based architecture dk mi;ksx O;kolkf;d vko’;drkvksa ds vk/kkj 

ij mn~ns’; dh iwrhZ ds fy;s fd;k tkrk gSA IoT cloud ecosystem dh en~n 

ls company devices vkSj application ls bulk data collect djus esa l{ke 

gSA 

User Interface: ;g ,d visible vkSj physical fgLlk provide djrk gS] 

ftls user }kjk vklkuh ls access fd;k tk ldrk gSA Developer ds fy, 

user ds vuqdwy interface cukuk important gS] ftls fcuk fdlh vfrfjDr 

iz;kl ds access fd;k tk lds vkSj ;g vklku ckrphr esa en~n dj ldrk 

gSA 

Dashboard: dashboard user ds fy, IoT ecosystem ds ckjs esa 

information display djrk gSA vkSj mUgsa vius IoT ecosystem dks control 

djus esa l{ke cukrk gSA ;g vkerkSj ij ,d remote gks ldrk gSA Remote 

unit tSls fd mobile application dk mi;ksx djds mUgsa connect vkSj 

control djus ds fy;s IoT devices dk mi;ksx laLFkkvksa dks l{ke cukrk gSA 

Remote ds mnkgj.k& smart phone, tablet, PC, smart watch vkSj non-

traditional remote gksaxsA 

Database: ,d mfpr database system gksuk vko’;d gS] tks different 

devices vkSj end-user ls collect fd;s tk jgs data dks store vkSj manage 

dj ldsA 

Development: IoT technology esa new progress gSA fodkl dh 

vko’;drk le; ds lkFk c<+rh vkSj c<+rh tk jgh gSA 

Types of Network 

Local Lrj ls global Lrj rd] lekt ds fofo/k {ks=ksa esa lHkh Lrjksa ij 

networking fodflr dh xbZ gSA blls igys fd ge IoT connectivity 
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protocol dh ckjhfd;ksa ij tk,a] mlls igys ge dqN basic network ds ckjs 

esa tku ysrs gSaA Computer network dbZ izdkj ds gksrs gSaA Example- BAN, 

PAN, HAN (Home Area Network), NAN (Neighborhood Area 

Network ), LAN, MAN, WAN, VPN, CAN (Campus Area Network), 

GAN. 

BAN (Body Area Network): ,d O;fDr ds ‘kjhj esa igus ;k fQj body 

esa dgha ij implanted fd, x, dbZ computing devices dk 

interconnection gSA BAN esa vkerkSj ij tsc ;k cSx esa ,d smart phone 

‘kkfey gksrk gS] tks mobile data hub ds #i esa dk;Z djrk gS] user data 

izkIr djrk gS vkSj bls remote database ;k fQj other system ij 

transfer djrk gSA bls WBAN (Wireless Body Area network) ds uke ls 

Hkh tkuk tkrk gSA 

PAN (Personal Area Network): lcls NksVs network izdkj ds lkFk ‘kq# 

gksrk gS] PAN vDlj Laptop, printer, media, system, CCTV etc. bu lc 

devices dks tksM+us ds fy, Bluetooth ;k WiFi  connectivity ij fuHkZj 

jgrk gSA PAN network fdlh dejs ;k ?kj ds vkdkj ftruk NksVk gks ldrk 

gS vkSj bls WPAN ds #i esa tkuk tkrk gSA 

LAN (Local Area Network): Local Area Network ,d Computer 

Network gSA ftldk Use nks ;k nks ls vf/kd Computers dks tksM+us ds fy, 

fd;k tkrk gSA ;g ,d dejs ;k ,d Building rd lhfer jgrk gS] ftldh 

nwjh yxHkx 1 fdyksehVj rd gks ldrh gSA bls WLAN ds uke ls Hkh tkuk 

tkrk gSA WLAN IEEE 802.11 Standard }kjk Define fd;k x;k gSA 

MAN (Metropolitan Area Network): Metropolitan Area Network 

LAN Network ls cM+k vkSj WAN Network ls NksVk gksrk gSA ;g Network 

,d Town ;k City rd lhfer gksrk gS] ftlesa cgqr ls Local Area Network 
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vkil esa tqM+s gksrs gSaA tSls& Cable TV Network. MAN Network dks vkil 

esa tksM+us ds fy, Coaxial cables vkSj Fiber Optic Cables dk Use fd;k 

tkrk gSA MAN Network Public ;k Private nksuksa rjg dk Network gks 

ldrk gSA 

WAN (Wide Area Network): Wide Area Network ,d Digital 

Communication System gSA WAN Network dk iz;ksx Cities, Countries 

vkSj Continents ¼egkn~ohiksa½ dks tksM+us ds fy, fd;k tkrk gSA tSls& Internet. 

WAN esa Data Transfer dh Speed LAN dh rqyuk esa yxHkx 10 xquk de 

gksrh gSA WAN esa Network dks tksM+us ds fy, Microwave Stations ;k 

Communication Satellites dk Use fd;k tkrk gSA 

VPN (Virtual Private Network): VPN ,d Virtual Communication 

Network gS] tks Computer Network dh cqfu;knh lqfo/kkvksa dk bLrseky 

Computer System dks Logical :i ls djrk gSA ;g User ds Connection 

izfØ;k dks encrypt djds nwjLFk LFkkuksa ls Network dk mi;ksx djus dh 

vuqefr nsrs gq, vkids network rd igqap dks izfrcaf/kr djrk gSA 

GAN (Global Area Network): ;g Network vlhfer HkkSxksfyd {ks= dks 

Cover djrk gSA ;g ,d Network gS ftldk mi;ksx Wireless LANs, 

Satellite coverage {ks=ksa vkfn dh ,d vfu;af=r la[;k esa Mobile dk 

leFkZu djus ds fy, fd;k tkrk gSA 

Various technologies and Protocols making up IoT ecosystem. 

IoT eq[; :i ls Standard Protocol vkSj Networking dk mi;ksx djrk 

gSA IoT dh izeq[k l{ke Technologies gSaA Bluetooth, BLE, WiFi, LiFi, 

Cellular, ZWave, RFID, NFC, ZigBee, LoRaWAN, 6LoWPAN, GSM, 

GPRS, LTE. 
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Bluetooth: Bluetooth ,d Short-range wireless technology gSA ftldk 

bLrseky Sort range (approximately 30 feet) esa ,d device ls nwljs 

device esa data dks exchange djus ds fy, fd;k tkrk gSA ;g data dks 

transfer djus ds fy, ultra high frequency (UHF) radio waves dk 

bLrseky djrk gSA ;g ,d personal area network cukrk gSA 

Frequency: 2.45 GHz 

Maximum data transfer rate: 2.1 Mb/ps 

Compatible hardware: Personal computers, Smartphones, Gaming 

consoles, Audio devices 

Developed by: Bluetooth Special Interest Group 

Introduced: 7 May 1998 

BLE (Bluetooth low energy): BLE dks vkerkSj ij 4.0 ds :i esa tkuk 

tkrk gSA oSls rks Bluetooth cgqr lkjs data dks handle dj ldrk gS] ysfdu 

blh ds lkFk ;g Battery dks Hkh cgqr T;knk consume djrk gSA tgka ij 

gesa cM+h ek=k esa data dks send ;k receive djus dh vko’;drk ugh gksrh 

gS] ogka ij ge BLE dk bLrseky djrs gSaA D;ksa fd ;g lLrk gksus ds lkFk&lkFk 

Battery power de yxrh gSA Data transfer rate 1Mb/ps. 
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WiFi (Wireless Fidelity): WiFi ,d wireless technology gS ftldk 

mi;ksx Computer, tablet, smartphone vkSj other devices dks ,d nwljs 

ls tksM+us ds fy, fd;k tkrk gSA WiFi ,d wireless router ds ikl ds 

devices ij Hkstk tkus okyk radio signal gSA WiFi IEEE 802.11 standard 

ds family ij based gS vkSj eq[; :i ls ,d LAN technology gSA Data 

transfer rate 300Mb/ps. 

LiFi (Light Fidelity): LiFi ,d mHkjrh gqbZ technology gS tks data transmit 

djus ds fy, radio waves ds ctk; Visible Light Communication (VLC) 

technology dk iz;kx djrh gSA ;g light source (Transmitter) }kjk fn, 

x, izdk’k dks la’kksf/kr djds fd;k tkrk gS vkSj ,d photodiode (Receiver) 

}kjk izkIr fd;k tkrk gSA bldh speed WiFi ls 100 xquk rst gSA 

Cellular Network: Cellular network ,d radio network gS tks land 

areas ij distribute gksrk gS] ftls cells ds uke ls tkuk tkrk gSA izR;sd 

cell fixed location transceiver ij serve ds;k tkrk gSA cellular 

technology, mobile phone dk vk/kkj gSA ;s network different 

generation esa ekStwn gSa tSls & 2G, 3G, 4G (LTE). 

Z-Wave: Z-wave ,d wireless communication technology gS] tks eq[; 

#i ls smart home network esa mi;ksx fd;k tkrk gSA ;g mesh network 

topology dk mi;ksx djrk gS] vkSj ;g ,d network esa 232 nodes dk 

leFkZu djrk gSA bldh data rate yxHkx 30 Meters dh range esa 100 

Kbps rd gSA ;g NksVs network ds fy, ZigBee dh rqyuk esa lLrk vkSj 

ljy gSA 
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RFID (Radio Frequency Identification): ;g ,d wireless technology 

gSA bldk bLrseky fdlh object dks identify ;k fQj Track djus ds fy, 

fd;k tkrk gSA blds nks component gksrs gSa] Tag vkSj Reader. ge ftl 

object dks track djuk pkgrs gSa ml ij RFID Tag yxk fn;k tkrk gS] fdlh 

oLrq ij yxk;s x, RFID Tag dks gh Receiver }kjk detect fd;k tkrk gS] 

ftlls ml oLrq dh igpku gksrh gSA bldh range yxHkx 1 miter rd gksrh 

gSA RFID Tag nks izdkj ds gksrs gSa Active RFID Tag, Passive RFID Tag. 

Active RFID Tag dks viuk work djus ds fy, eryc data transmit djus 

ds fy, [kqn dk Power (Electric Supply) gksrk gS] ;kfu ;g self-

Dependent gksrk gSA 

Passive RFID Tag ds ikl [kqn dk Power Source ugha jgrk gS cfYd ;g 

Receiver ls vkusokyh Radio Wave Signal ls electromagnetic induction 

ds fl)kar ij Power cukrk gS] ;kfu ;g Power ds fy, Receiver ij 

Depend jgrk gSA 

NFC (Near-field communication):  ;g ,d wireless technology gSA 

;g technology RFID ls izkIr dh xbZ gSA bl technology esa Hkh NFC Tag 

vkSj NFC Receiver gksrs gSa] NFC Tag esa tks data Store gksrk gS] mls NFC 

Receiver read fd;k tkrk gSA bldh maximum range 10cm rd gh gksrh 

gS] vkSj data rate 106, 212, 424 Kbps rd gksrh gSA 

ZigBee: ;g ,d wireless technology gS] vkSj eq[; #i ls 802.15.4 ij 

based gSA ;g low-cost, low-power dk leFkZu djrk gSA bldk lcls 

T;knk bLrseky battry enabled system esa fd;k tkrk gSA ZigBee dbZ 

topology dk leFkZu djrk gS tSls& Star, cluster tree, mesh topology. 
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bldh coverage range 100 miter vkSj data transfer rate 250 Kbps rd 

gksrh gSA 

LoRaWAN (Long Range Wide Area Network):  ;g ,d new wireless 

technology gSA ;g low-cost, low-power dk leFkZu djrk gS] vkSj bldh 

range cgqr T;knk gksrh gS yxHkx 10 ls 15 kilomiter ysfdu data transmit 

speed cgqr /kheh gksrh gS (300bps to 37.5 Kbps)A bls fcuk fdlh license 

ds radio frequency bands 169 MHz, 433MHz, 868 MHz (Europe) and 

915 MHz (North America) and 865 MHz to 867 MHz in India of 

LORA. 

6LoWPAN (IPv6 over Low power Wireless Personal Area 

Networks): ;g ,d wireless sensor network gS] ftldk bLrseky 

home-automation, agricultural vkSj industrial monitoring ds fy, 

fd;k tkrk gSA ;g IPv6 protocol dk bLrseky djrk gSA  

It is used with IEEE 802.15,.4 in the 2.4 GHz band,  

Outdoor range: ~200 m (maximum) 

Data rate: 200kbps (maximum) 

Maximum number of nodes: ~100 

GSM (Global System for Mobile communication): GSM ,d open 

and digital cellular technology gS] ftldk bLrseky voice and data dks 

transmate djus ds fy, fd;k tkrk gS] tks fd 850MHz, 900MHz, 

1800MHz and 1900MHz frequency bands ij operate gksrk gSA GSM 

technology dks communication purpose ds fy, Time Division 

Multiple Access (TDMA) technique dk mi;ksx djds ,d digital system 

ds #i esa develop fd;k x;k FkkA 
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GPRS (General Packet Radio Services): GPRS ,d wireless vkSj 

cellular network communication services ds fy, lcls vPNk packet-

switching protocol gSA GPRS system GSM network switching dk ,d 

integrated part gSA GPRS ls Emails, Multimedia messages, Video 

Calls laHko gSA 

LTE (Long-Term Evolution): ;g 4G wireless standard gS] tks fd 3G 

technology dh rqyuk esa dkQh T;knk Fast gS] ftldh average download 

speeds of 15 Mbps to 20 Mbps and average upload speeds of 10 

Mbps to 15 Mbps. 
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HTTP ( Hyper Text Transfer Protocol ): HTTP एक ऐसा प्रोटोकॉल है 

जिसके द्वारा इंटरनेट में ब्राउज़र से जकसी भी वेबसाइट पर सुरजित कमु्यजनकेशन 

जकया िा सकता है। 

CoAP (Constrained Application Protocol): The CoAP is an 

application layer and web-based protocol designed for constrained 

devices like sensors. Sensors have a small memory and limited 

processing power. The CoAP is similar to the HyperText Transport 

Protocol (HTTP) protocol. CoAP is used as the Representative State 

Transfer (REST) architecture. 

WebSocket: WebSocket is a computer communications protocol, 

providing full-duplex communication channels over a single TCP 

connection. The WebSocket protocol was standardized by the IETF 

as RFC 6455 in 2011. The current API specification allowing web 

applications to use this protocol is known as WebSockets. 

MQTT (Message Queuing Telemetry Transport): MQTT (MQ 

Telemetry Transport) is a lightweight open messaging protocol that 

provides resource-constrained network clients with a simple way to 

distribute telemetry information in low-bandwidth environments. 

XMPP (Extensible Messaging and Presence Protocol): XMPP is the 

Extensible Messaging and Presence Protocol, a set of open 

technologies for instant messaging, presence, multi-party chat, 

voice and video calls, collaboration, lightweight middleware, 

content syndication, and generalized routing of XML data. 

DDS (Data Distribution Service): It is an IoT protocol developed for 

M2M (Machine to Machine) Communication by OMG (Object 

Management Group). It enables data exchange via publish-

subscribe methodology. DDS makes use of brokerless architecture 

unlike MQTT and CoAP protocols. 
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AMQP (Advanced Message Queuing Protocol): AMQP a more 

advanced protocol than MQTT, more reliable and have better 

support for security. AMQP enables encrypted and interoperable 

messaging between organizations and applications. The protocol is 

used in client/server messaging and in IoT device management. 

TCP (Transmission Control Protocol): Transmission Control 

Protocol a communications standard that enables application 

programs and computing devices to exchange messages over a 

network. It is designed to send packets across the internet and 

ensure the successful delivery of data and messages over networks 

(TCP is a connection-oriented Protocol). 

UDP (User Datagram Protocol): In IoT (and data transmission in 

general), User Datagram Protocol is less common than TCP. But 

UDP often appeals to IoT manufacturers because it uses fewer 

network resources to transmit and doesn't have to maintain a 

constant connection between the two endpoints (UDP is a 

connectionless Protocol). 
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IoT design methodology 

IoT design methodology IoT ecosystem esa ,d rjg ls Algorithm dk 

dke djrh gSA blesa total 10 step gksrs gSaA IoT ecosystem esa ,d lVhd 

result dks ikus ds fy;s gesa bu step dks follow djuk iM+rk gSA 
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The Physical Design/Logical Design of IoT 

A physical design of an IoT system refers to the individual node 

devices and their protocols that are utilised to create a functional 

IoT ecosystem. Each node device can perform tasks such as remote 

sensing, actuating, monitoring, etc., by relying on physically 

connected devices. It may also be capable of transmitting 

information through different types of wireless or wired 

connections. 

A logical design is a conceptual, abstract design. You do not deal 

with the physical implementation details yet; you deal only with 

defining the types of information that you need. The process of 

logical design involves arranging data into a series of logical 

relationships called entities and attributes. 

IoT Functional Blocks 

एक IoT system में बहुत सारें  functional blocks होते है िो जक जसस्टम को indentify, 

sensing, actuation, communication और management की िमता प्रदान करते 

हैं. इसका जित्र नीिे जदया गया है. 
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IoT Communication Models 

अगर communication model प्रभावी होता है तो वह user’s के जलए भी उपयोगी 

होता है और इससे business में भी growth होती है. IoT में िार मुख्य 

communication models होते हैं िो जक नीिे जदए गये हैं:- 

1. Request Response Model 

2. Publish Subscribe Model 

3. Push Pull Model 

4. Exclusive Pair Model 

Request Response Model – 

Request-Response Model एक कमु्यजनकेशन मॉडल होता है जिसमें एक client 

(क्लाइंट), server को एक request भेिता है और server इस request को 

respond करता है. इस model को client-server model भी कहते हैं. 

इसमें िब भी server जकसी request को receive करता है तो वह request के 

आधार पर data को fetch और retrieve करता है तथा उसके बाद response को 

client को send कर देता है. 

उदाहरण के जलए – िब भी कोई client ब्राउज़र में जकसी वेबसाइट को open करने 

की request करता है तो server उस request के आधार पर उस वेबसाइट को 

open करता है और client को show करता है. 
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Publish Subscribe Model – 

यह एक प्रकार का कमु्यजनकेशन मॉडल होता है जिसमें publisher, broker और 

consumer सम्मिजलत रहते हैं. इसमें publishers डाटा को collect करते हैं और 

इस data को publish करते हैं. Broker के द्वारा इस data को manage जकया 

िाता है. इस data को consumer के द्वारा subscribe जकया िाता है. 

िब भी broker को publisher से कोई data जमलता है तो वह इस data को 

subscribe जकये हुए consumer को भेि देता है. इसका जित्र नीिे जदया गया है. 

 

Push Pull Model – 

इस communication model में, data producer’s के द्वारा data को एक queue 

में push जकया िाता है. उसके बाद data collector’s इस data को queue में से 

collect करते हैं. 

दूसरे शब्ो ंमें कहें तो, “push pull model में data producers डाटा को queue 

में push करते हैं और consumers इस data को queue में से pull करते हैं.” 

Queue एक buffer की तरह कायय करता है िो जक उन पररम्मथथजतयो ंमें help करता 

है िब consumer और producer के rate में असमानता होती है. 
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Exclusive Pair Model – 

Exclusive pair एक bi-directional और fully duplex कमु्यजनकेशन मॉडल होता 

है िो client और server के मध्य एक persistent connection का प्रयोग करता 

है. 

यह एक fully duplex मॉडल होता है जिसका अथय है जक इसमें client और server 

दोनो ंएक दूसरे को message भेि सकते हैं. 

 

Development Tools used in IoT. 

Arduino 

यह एक open-source prototyping पे्लटफामय है िो जक आसानी से प्रयोग जकये 

िाने वाले हाडयवेयर और सॉफ्टवेयर पर आधाररत होता है. यह एक electronic 

board होता है. 

Arduino जसस्टम के जदमाग की तरह कायय करता है और sensor में से data को 

process करता है. Arduino Board एक छोटा सा CPU होता है जिसमें एक chip 

लगी होती है जिसे हम microcontroller या MCU कहते हैं । 

Arduino बोडय का प्रयोग input को read करके electronics को control करने 

और इसे output में बदलने के जलए एक उपकरण (device) के रूप में जकया िाता 

है। 
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Tessel 2 

इसका प्रयोग बेजसक IoT prototypes  और applications को बनाने के जलए जकया 

िाता है. Tessel 2 एक development board है जिसके पास wifi की िमताएं 

होती है और इसके द्वारा हम Node.js में scripts को बना सकते है. 

इसके पास ethernet connectivity, Wi-Fi connectivity, दो USB ports, एक 

micro USB ports, 32 MB का flash, और 64MB की RAM होती है. इसमें हम 

अजतररक्त modules को भी िोड़ सकते हैं िैसे जक – कैमरा, accelerometers, 

RFID और GPS आजद. 

इसके पास दो processors होते हैं. पहला प्रोसेसर firmware applications को 

बहुत तेि speed में run करने में मदद करता है और दूसरा प्रोसेसर power को 

प्रभावी ढंग से manage करने में और input/output को control करने में मदद 

करता है. 
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Raspberry Pi 

The Raspberry Pi is a low cost, credit-card sized computer that plugs 

into a computer monitor or TV, and uses a standard keyboard and 

mouse. It is a capable little device that enables people of all ages to 

explore computing, and to learn how to program in languages like 

Scratch and Python. 

 

Chapter 1 exercise 

1. ___ “Central Nervous System” gS tks IOT esa global services dk /;ku j[krk gS\ 

a. Perception Layer 

b. Network Layer 

c. Application Layer 

d. None of these. 

2. IOT dh izeq[k fo’ks”krk,a dkSu lh gSa\ 

a. Heterogeneity ¼fofo/krk½ 

b. Connectivity 

c. Safety 

d. All of the above. 

3. Dashboards dk mi;ksx djds connect and control djus ds fy, IOT devices dk use djus okyh laLFkkvksa dks l{ke 

djrk gS ___\ 

a. Smartphones 

b. Tablet and PC 

c. Smart Watches 

d. All of the above. 

4. fuEu esa ls dkSu short-range wireless network dk example gS\ 

a. WWW 

b. Internet 
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c. Wi-Fi 

d. VPN 

 

5. IOT Architecture dh lcls lowest layer ¼fupyh ijr½ dkSu lh gS\ 

a. Gateway 

b. Smart Devices 

c. Cloud 

d. None of these. 

6. WiFi-ah (HaLow) fo’ks”k :i ls ___ ds fy, design fd;k x;k gS\ 

a. 802.11 

b. Long range 

c. Low power 

d. All of the above. 

7. fuEufyf[kr esa ls dkSu lk protocol ,d publish-subscribe architecture gS\ 

a. CoAP 

b. HTTPS 

c. MQTT 

d. HTTP 

8. fuEufyf[kr esa ls IOT esa use dh tkus okyh wireless technology esa ls dkSUk de ls de power consume djrk gS\ 

a. GSM/CDMA 

b. Wi-Fi 

c. Bluetooth 

d. Zigbee 

9. fuEufyf[kr esa ls dkSu IOT dk main element ugh gS\ 

a. Things 

b. Security 

c. Process 

d. People 

10. ZigBee fuEufyf[kr esa ls fdl ekud (standard) ij based gS\ 

a. IEEE 802.15.4 

b. IEEE 802.5 

c. IEEE 802.4.13 

d. Both (a) and (b). 

11. LoRa stands for ___ ? 

a. Long Range Radio 

b. Low Radio Range 

c. Level Range Radio 

d. None of these. 

12. IOT device dks data ds lkFk tksM+us dk rjhdk fuEu esa ls dkSu lk gS\ 

a. Network 

b. Automata 

c. Cloud 

d. Internet 

13. ___ Resources dh deh okys devices ds fy, ,d application layer protocol gS\ 

a. TCP / IP 

b. MQTT 

c. HMTP 

d. CoAP 

14. IOT  esa ,d Entity ? 

a. Business 
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b. Government 

c. Consumer 

d. All of the above. 

15. IOT esa lcls vf/kd mi;ksx fd, tkus okys protocol ___ gSa\ 

a. MQTT 

b. ZigBee 

c. XMPP 

d. All of the above. 

16. IOT applications esa Lightweight protocol ds fy, fuEufyf[kr esa ls fdldk mi;ksx fd;k tkrk gS\ 

a. MQTT 

b. WebSocket 

c. HTTP 

d. All of the above. 

17. MQTT Suite ¼lwV½ gS ___\ 

a. Small and Cheap Equipment 

b. Low Memory Device 

c. Low Power Equipment 

d. All of the above. 

18. 6LoWPAN ___ gS\ 

a. IPv6 over low power wireless personal area network. 

b. IPv4 over low power wireless private area network. 

c. IPv6 over low energy wired personal area network. 

d. IPv4 over long range wireless private area network. 

19. Cellular Network esa mi;ksx fd, tkus  okys fofHkUu wireless standards ___ gSa\ 

a. GSM 

b. CDMA 

c. LTE 

d. All of the above. 

20. RFID Technique esa ___ fuEufyf[kr ‘kkfey gSa\ 

a. Antenna 

b. Transponder 

c. Transceiver 

d. All of the above. 

 

  


