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Chapter 1- Introduction to Internet of Things

loT (Internet of things) I:@ ©s TAT platform &, w@&f regular devices
internet ¥ 9& Bt g, 3R T TH-g@ B AT communicate Bt F1 10T
s networkd & faem feft #reg &¥agiy & internet ©X data &t store
dem exchange &2 J®ar g1 fordt H3 B0 A electricity, electronic

components , internet connectivity, software @em hardware @&t w=d

Internet of things & things word &1 dAdca kel R & Sftaar & fhr s
el A T O internet® ATed A access AT connect fBAT ST AbAr B
loT oree T fabra JATA User Kevin Ashtond 1999 & fdar e

loT Advantages loT Disadvantages

Improved Customer Engagement Security / Privacy
Speed / Automation Complexity

Easy access / M2M Communication Unemployment
Enhanced Data Collection Dependency
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Characteristics of loT

Internet of Things (IOT) &1 37ef U=ft Devices 3 &dl & S Internet A gt
ardar 21 10T 3tz Ul Devices 3mdt 2 fSreted g1 Wireless Network &
Data @ Send dam Receive fB=m &iar 21

Anything
Any Device

'~ INTERNET
B of THINGS

Any Path

IOT &t Characteristics RreafaiRaa &-

1. Connectivity- IOT &t Jad FAscaye! fagdwar Connectivity &t 21 10T
Devices 3z 3s/d Components oi&i- Sensors, Compute Engine, Data
Hubs anfc ee—gziz & Connect3ad 21 10T Devices Bd-gae & Radio
Waves, Bluetooth, Wi-Fi, Li-Fi 3nfe¢ @& gr=r Connect @ Jbdt &1

2. Intelligence- IOT & @gd J=t TA Algorithms &t & foea g1 I8
Intelligent steT omaT 21 33d Big Data Analytics 3fiw Machine Learning
BT gAer fhem wiar & o 6 dsaw Decision fo—m o do 1 s34
Situation @ 3MgR WX Data @l WleT & 3uieil Business Decisions
®I o Sfar 81 TG YR W EA BE Abd & & 0T Iga &
Intelligent 3R Smart arar 2|

3. Sensing- faem Sensors @ 10T As@ & =@l &1 Sensors & ATIH A &

Environment & & arei Changes @ Detect 3fR Measure =i iar
2| B AN U YA 3reedl B MR W 3t uRRefert @ amawEt

3
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A JAY Jbd & AR 3@ Analyze BT Fbd E1 Weg 10T & fow &
Analog Signal @& Read &eem usar & ot 6 &d 3k@ Insights ura
8l &1 fseft fadw Problem & 3mee w? Data &l Sdcal &al & forw
Electrochemical, Gyroscope, Pressure, Light Sensors, GPS, 3R RFID
3 &1 AT B B

. Dynamic Nature- I0T & & f9war as & 6 g3 Nature Dynamic
gar 21 IOT & Data@r 33 usr Collect 3R Convert f5am wmar 2
fsrerr f6 Business Decisions @& for=m or J® 1 Data @i Collect 3

Convert &3 @& faw I0T & Components @1 Nature Dynamic &rer
aifeu, 3l SHH 3raven Teodl el AifRu|

Example- IOT Sensors @I 3PR Bl Sore &1 Temperature #ATTeT 8
ar 3d Location 3R Weather Conditions & 3mem® g Change &
uysom | o - Delhi & 3reor Temperature 8om 3R Mumbai & 3retar
Temperature &wQrm|

. Scale- I0T 3Taeaddr & 31AR 3Ua Scale B @81 3R BT BT AT
g1 It & 10T &1 Scale ®ier glm 3R Factories deam Company & 31

Scale g1 @M sJ® Scale ® 3meaR wr & IOT Carriers @' Design
B orar 21

. Security- 10T @t ' 3 faQwar sxat Security 21 10T Devices &
ggd AR Security Threats 8id &1 g7 Threats (@azi) I w@em agd &
o BlaT &1 33d Sensitive Information @t Transfer fsar wiar 21
ga Data @ Hacker I Attacker & @RI Manipulate 3R gRrm &
Adbar 21 10T System @I Design &3l @ QRIS & JR&T Bl dAIGU
oi- Firewall @&t Install &zer, VPN @1 Use @eerm 3nfe |
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7. Communication- Devices T-ga¥ & Communication & & faw

Connect &d €1 Communication s€t g3t 3R Bler gt &1 & AbaT 2
oi- Wi-Fi 3R LPWA (Lower Power Wide Area) Network 3mfe |

8. Scalability- IOT Infrastructure & ufafeer iei (Things) Tedt & o &
g1 gl 10T &1 Setup UAT &6l @1fgu o 76 @8 Expansion (AAR)
@ ot Handlea a1

How IOT Works

g3t 10T Process Smart Phone, Smart watch, Electronic 3ua=vr sy TV,
Washing machine o=t 3ua=eli i g% &idl & & amuar 10T Platform &
Jrr Communicate &2t & Help &t &1

Four Fundamental Components of IOT System-

1. Sensors/Devices- Sensor a1 Device U6 YdH Ted & off 3MUH
AU B araraRel A Live Data uhs &t & Help ®&2d €1 33 Data
# oifcetar & fafdesr =T & Jbd €1 T wh Simple Temperature

Monitoring Sensor & Jpar &, & Video Feed® U & 3 JAdbdr B
Uh 3upol d fafdrest ubR & Sensoradl Jsbd E o JFded (Sensing)
B Al BE BRI B B
Example- Mobile Phone e U1 3uszor 2 forrdi GPS, Camera o
®s Sensorad &1

2. Connectivity- 3tsft Collected Data @& Cloud Infrastructure & &
ST 1 AR @ fafdes Fmemrat @ 3u=her @ Sensor @t Cloud A
Gligl o aifau | sa JaR #AreddAr & Satellite Networks, Bluetooth,
Wi-Fi, WAN 3nfe enférer 21

3. Data Processing- U6 ¥R o dg Data Collect @ war 8, 3R 3@

Cloud ? uga wmar &, dr Software Collected Data @ Processing
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BT & | TE Ufteam dact Temperature @t &g & Abdl & 3R ACT

Heater oI 3uasevll R 3d Read f=Im T Aehdr B 1 &Tctifeh | Ie wpaft—apaft
9gd oifee off & Adbar ¥ A Video k. Computer Vision &1 3uier
&b Objects &t ugaTel & |

4. User Interface- Information @ End Users @ faw fosft awe Available
gl aifey o 3a Phone wr Alarm Trigger &3 a1 3sg E-mail =
Text Message & &l & Notification disier urd fham o I |
Users @&t waft-wsft b Interface @t 3magardr & Jbal & o Al
ST A I 10T System &t &g &2ar 2|

Example- Users @& a8 & W Camera =nfud 21 @& Web-Server @t
Help 3 Video Recording 3iiR Jaft Feeds Access &2aTT argar & | aletiih!
JE BAAT UbaRwl Communication s1&t gar 21 10T Application 3f=
System @& Sifectar @& 3memT wR Users T Action (fGbarm) @zt & JeTd
8 JApar & st Cascading Effects ¥ar &2 Abar 2|

Example- af¢ @g Users Refrigerator & Temperature & fft sft
Jecild b Udr ofordr &, ar 10T dewpeites @ grr Users @i 3rga Mobile
Phone @& Help & Temperature @I Adjust et & Jetd grem aifeu |

IOT Applications

Wearable: IoT &1 U=iar wearable (ugee o) & agd sarer fbam s
g oiF 6 Smart Watch, Heart rate monitor, Glucose monitoring 3i=

GPS tracking belts etc. & devices 8¢ &t &R &H energy consume

Bdal & 3o devices & sensoroenm &ar & of {6 data@r collect &war
gl
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Health: IoT WRewr & &5 & el 3R doctors d&i & folw @gd

3uieft 21 Hospitals & Smart beds @1 use fopam &rar 2, 5o beds &
sensors & &ld & ol #el & Temperature, Blood pressure 3R
oximeter etc. & observe & ¥

Traffic Monitoring: 10T @&T s3a#TeT trafficdr monitorsar & oft e
ol &1 SAA IMAT Bl speed BT UAT SIOM=T ST Abdl & 3T traffic
#r off analyze fs=m o Jpar B, 3R AT & aEa traffic rules or

Uil &gl @dar ar 3A Computer gr1 identify @3 33&1 challan
pIel ST bl 2 |

Agriculture: 33&T WIoT &Y d wIAl R JG B quality & check
B A fhar orar 21 9 fou 9 # sensors oo &g & o B
9 6 ol ®da & 3T data & collect vead &1 SA- g ar

moisture, acidity, Nutrients and Humidity etc. 1 data @' analyze
TRB P B UG Bl FIIT ST Abal & 3R Usal & Fevfa da
Ay H JBATT A TAT O AbT 8|

Smart Home: @i & off 10T & 3gad wum=T use &dT &1 &= & y=itr
fPd o9 aId SUIeTdR 3Ukol smartal I &, &A3- AC, Smart TV,
Fridge, LED Bulb, Fan, Smart Door, Washing Machine etc. o=
AT foicoll aga & 3mreers & o= 7

Smart City: 33 9gd IR &3 3Md & ol W 0T &1 XA fpa

ST 21 si-Traffic control, waste management, water distribution,

electricity management, pollution checking etc.
Industrial automation: f5=ft off 3emer & product & aw ard A 3R

®HA Fd F e dgd TS0 aidm & | A oT agd useful wnfera arar
2, automation @1 3ref 2 faem human interaction @ &=t ®war loT

P ATSIH A &H automation & U BT Abd B
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Surveillance: s3@r w=er Home, Office, Airports, Railway stations

etc. ¥ fooREl e & for feam war @1 CCTV & =mA sensor oo
ar 2 o 5 feeft oft sraewr arfafafyr @t catch &2 wAwar 3 3k
owner &I massage send BT Jbdl 2|

¥ A9 B 3emar 3R oft 9ga F &9 § &8 W loT & use fpam &mar 21

Building Blocks of loT

TR Aot loT System @& building blocks @t werdr &- Sensors,
Processor, Gateway, Application. B& 3w=neft 10T system @l & @
Sod Ad Ud® node Pt 3Ueht U fadwar adt 21

Sensors: Sensors |oT device & front end 84 Z1| foladr Iz &=t
surroundings =nfer 3MA-URA A 3MaeAds data receive deT 3R TA
3mr database = processing system @& ugatem &@T @1 sensors real
time & data @l collectzad & 3R fe 3mr 39 data @ process &
folu Aie1 33 21 sensor ®s UbBR & Eld folclhl BIH 3iclor-31ctor aidm
g1 Example- gas sensor, water quality sensor, motion sensor,
moisture sensor, image sensor etc.

Processor: Computer 3T 31 electrical system@ 3u & processor
loT gomeft @1 f&ammer &1 Processor &1 f3T &rf sensor g1 collect
row-data @i process & AT IA ARlb SehRt 3T el A dec
3T JU F H BE JFbd & b BT A data @l intelligence =
21 processor @ application grr 3maEl I control BT &1 Fepar B,
3R TABT TP HA data B J&m uara e off 8, o i data @

encryption and decryption ®wad &1 Example- Microcontroller,
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embedded hardware devices etc. devices & aftaT I processor T
3UA9T Pb data B process dd & |

Gateway: TH®&T 3T BRI process [T = data ®dI route el 3R
kA 3w & forr kG database =M network storage & transfer
®HT &1 AT I=| A gateway data @ AT communication & help
®Hdr &1 loT system & faw communication and network

connectivity amaeaiss &1 Example- LAN, WAN, PAN etc.

Application: application loT system &1 g ®Rr &1 application
collect 5 ar@ Jeft data &7 3fIq IWoT HRAT T 3 users d 3T
data & T interact &9 @ faw interface yeem AT B O
application cloud based application & J®d & St collect 5y a1@
data & wgd w=a @ fav fSeier @a F1 Application user grr
control 8id &1 Example- Smart home apps, security system control

application, industrial control hub application etc.

afe A l1oTd element®d J&du & JAY ) &7 ®g Iba & &
sensor 81 collect raw data & processor & transfer &2 5 wmar
21 processor raw data @ meaningful information & convert &2
dar & 3R fT gateway device connectivity & #ATH I remote
cloud application 3T database system & transfer &2 2ar 21

loT ecosystem

loT ecosystem different type & devices @1 T&H connection 8, o
data @ analysis dar & 3R network @ THE T > A
communicate &2ar &1 loT ecosystem & user smart devices ot &5

Smart phone, tablet, sensors etc. @1 =T network 3 &I devices
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@ command =1 52 request send war &1 devices send B o=

command AT request @ analysis &t @ ae user @i information
aqd fotar 2|

Component of loT ecosystem

loT ecosystem & d Jsft element enfa &, St business,
Government, Consumer &I 310q 0T devices A Sgel & A& el
21 loT o daeT 3udil 3R axgait @ &g connectivity & Jeat & 2,
dcht IE& dON DI AN A remote access U wHer b 3rAfa ot
¢ &I 21 loT ecosystem & remote, dashboard, network, gateway,

analytics, data storage 3iiR security off enfder 21

Gateway: gateway loT devices 3R connected network & i@
internet traffic ® manage @&t @ flw W important component
21 Gateway protocol 3T network s@ move 8 aret data traffic @&
AT A mange & F JetH g1 Different loT devices different
network protocol T @& @At 1 Internet application & @
TCP/IP based protocol &1 3maHdR Uz ydier fpar oimar 21

Analytics: analytics software loT devices gRT generate data @t
analysis @war 8, 3R result & cloud database & store @=ar 1
Analytics &1 3unor fafdtesr U & ATHCT & o b 1 JAbar B
8 companies bulk & data collect &=t & 3R sty & 3@AT &I

&I B o sIdr analysis BT B, dlfe d 3T A 3ifers =mUR
JoEid BT AD 3R TAA HFB AT BT D |

Cloud: Industry grade |loT JAdTeme @ I8 YA W2 Row 37R Process
data @' manage 3T manipulate @ 3MgeIBEAT Bl Bl MAIR W

10
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cloud based architecture &1 3u=NoT ATTATRIG IMATBATIT B IR

U 3529 @ it @ for feem e &1 loT cloud ecosystem @&t #igg

A company devices 3fR application & bulk data collect&zat & &=
g

User Interface: I& ws visible 3T physical f&=a1 provide &war 2,
5= user gRT 3MATEl A access BT ST Fkar 1 Developer & foiw
user @& 3ide interface @amem important g, o=t faem fesft aifaRaa

UIRT & access [Gar o I 3R I8 A Jiadid H AGeE BT Al
L

Dashboard: dashboard user & fe loT ecosystem @& aR &
information display @&=ar 21 3R 3 3mar loT ecosystem @i control
®I A FeTH FAAT 2| I§ IMAAR W TP remote & Jbam &1 Remote
unit = 8 mobile application &1 3w wB I connect 3R
control &t & o loT devices &1 IU=NST FeM3il B HetdH Telrar 2|
Remote @& 3em@&u- smart phone, tablet, PC, smart watch 3R non-

traditional remote &9t |

Database: t 3@ database system s 3masses 8, o different

devices 3fT end-user3 collect 3 &1 @ data®r store 3w manage
P D |

Development: 10T technology & new progress 21 fasr=a @i
3GLIBAT JAAT D AT dedl 3T Tgdl o &t B
Types of Network

Local @R A global 37 d®, Jamer & fafdg &= & Jeft T w
networking @R @t a8 31 T3A usat T &F loT connectivity

11
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protocol & IRl TR &G, 3FA Usel &H |{S basic network® aw

3 wirer oid €1 Computer network &g UbR & &d &1 Example- BAN,

PAN, HAN (Home Area Network), NAN (Neighborhood Area
Network ), LAN, MAN, WAN, VPN, CAN (Campus Area Network),
GAN.

BAN (Body Area Network): ts @ifcr & 9R¥R & uaat =1 52 body
# wE W implanted BT 9@ ®E computing devices @
interconnection?® | BAN & 3MeIdiR U2 i@ a7 91 A Wes smart phone
onfdrer &rar 2, o mobile data hub & >u & &=f wwar 2, user data
Urd dal & 3T A remote database =m T other system wR

transfer &zar &1 33 WBAN (Wireless Body Area network) @& amar 3
oY Srelr Sar B

PAN (Personal Area Network): Jie 8¢ network YR & J1J IS
glar 2, PAN 3z Laptop, printer, media, system, CCTV etc. ST Jd
devices @ wiisad @ foir Bluetooth @m WIiFi connectivity tz ferefz
a1 21 PAN network f=ft ¥ o 87 & 3R fSiqer Bler & JAdbar
2 3R =X WPANS >u & SMem ofrar 2

LAN (Local Area Network): Local Area Network e Computer
Network2 | o/t Usear am @1 & 3ifers Computers @l oiisal & fow
fper ST 21 & Wb PHAY AT Wh Building a Hfrad ear 2, o
A cAorHer 1 Thclielier ad & Adbdl &1 3 WLAN @ o A off S
orar &1 WLAN IEEE 802.11 Standard g1 Define fesem ormm 21

MAN (Metropolitan Area Network): Metropolitan Area Network
LAN Network 3 @=r 3w WAN Network 3 &er aar 21 I8 Network

U& Townam City d HifdHa gar 8, forast aga i Local Area Network

12



3 YouTube @ UPCISS
A A s Bl &1 oS- Cable TV Network. MAN Network @&t 3ma

# oiisa @ few Coaxial cables 3fiw Fiber Optic Cables @1 Use fes=mm

sar 21 MAN Network Public = Private @i avg @1 Network &
AhdT 2|

WAN (Wide Area Network): Wide Area Network ws Digital
Communication System&1 WAN Network @t w=er Cities, Countries
3R Continents (#agdiul) & st & foiw e oirar 21 SR- Internet.
WAN & Data Transfer @t Speed LAN @& getelm & corefor 10 I[em &
aidt 21 WAN & Network & siresa & feTw Microwave Stations =

Communication Satellites &1 Use f&=m smar 21

VPN (Virtual Private Network): VPN w& Virtual Communication
Network &, st Computer Network @t gloramdt Jfaemsit &1 e
Computer System @t Logical u 3 @ar g1 I8 User @ Connection
Ufsham @I encrypt &3 g el A Network &7 3u=ier & &t
argafa 34 gU 3mud network dw uga @t ufdfyd wear B

GAN (Global Area Network): Iz Network 3r=fifdid affonfers &1 bt
Cover ®&aar &1 I8 Ush Network @ forger 3uator Wireless LANS,

Satellite coverage g=f 3nfc @& ve 3iferif@ Jzmr & Mobile @&
AT d B U T i B

Various technologies and Protocols making up loT ecosystem.

loT g1 %u A Standard Protocol 3k Networking &1 3u=iier &=ar
21 loT & wam Jetd Technologies €1 Bluetooth, BLE, WiFi, LiFi,

Cellular, ZWave, RFID, NFC, ZigBee, LoRaWAN, 6LoWPAN, GSM,
GPRS, LTE.

13
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€3 Bluetooth’ @ zigbee

LoRa I.te e)))
f eWAVE @

D 4

Bluetooth: Bluetooth ves Short-range wireless technology @1 foresr
gxae  Sort range (approximately 30 feet) # ©® device I g
device & data @ exchange & & fow feem omar 21 @i data @&
transfer &2a¢ @& fo@ ultra high frequency (UHF) radio waves @1
SXATT BT &1 T8 Ub personal area network Femar 21

Frequency: 2.45 GHz
Maximum data transfer rate: 2.1 Mb/ps

Compatible hardware: Personal computers, Smartphones, Gaming
consoles, Audio devices

Developed by: Bluetooth Special Interest Group
Introduced: 7 May 1998

BLE (Bluetooth low energy): BLE @& 3mdHdR @R 4.0 HT A Sirel
oifaT &1 9 ar Bluetooth sga IR data @ handle &= Awar 8, afdser
ft @ A1 I8 Battery &t st Iga SI@T consume &A1 B TE W
& @8 AT # data dr send AT receive w3 Bl ITATBAT &l ardl
2, 987 TR & BLE &I SXAATT Bd & | & b IJg JAXT Bl & ATI-AT

Battery power & aordt 21 Data transfer rate 1Mb/ps.

14



3 YouTube @ UPCISS
WiFi (Wireless Fidelity): WiFi g wireless technology & for=rer

3uier Computer, tablet, smartphone 3fiz other devices & T& g
A oisad & fou fpar oar 21 WIFi ub wireless router & A &
devices w? #em o<l drem radio signal €1 WIiFi IEEE 802.11 standard
& family 9T based? 3R #Z U A TH LAN technology®1 Data
transfer rate 300Mb/ps.

LiFi (Light Fidelity): LiFi v® 33=dt g5 technology@ s data transmit
& & far radio waves @& s Visible Light Communication (VLC)
technology @1 w=mer @t 21 =18 light source (Transmitter) grr Re
3T UBILT bl AJoMferd b fobarm oirar @ 3T U photodiode (Receiver)
BT U e oirar 31 3t speed WIiFi & 100 3fam dot B

Cellular Network: Cellular network w& radio network @ =it land
areas ¥ distribute 8ar 2, X cells® a7 A Sel @ g1 UG
cell fixed location transceiver R serve @& war &1 cellular
technology, mobile phone @& 3mer 21 ¥ network different
generation & #lgg & o - 2G, 3G, 4G (LTE).

Z-Wave: Z-wave & wireless communication technology g, s I3

ST A smart home network & 3Iu=ner e &iar 1 18 mesh network
topology &1 3u=Ner &2aT 8, 3T us Uh network & 232 nodes &t
Tdefe wear 21 gAMbl data rate sererer 30 Meters @t range & 100

Kbpsd® 21 u& B¢ network & foiu ZigBee & gorelm & I=am 3R
I 2|

15
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RFID (Radio Frequency Identification): @55 wes wireless technology

1 3AE XA [BAT object 1 identify = i Track e & ferw
fpem ST ¥1 ¥ & component d8ld &, Tag 3R Reader. &1 forg
object & track @zer ged & 3A WX RFID Tag eon f&=m wirar &, foseh
9% W oo @ RFID Tag & & Receiver g1 detect fsam &mar &,
R 39 a3g P Usaa @l 81 S range derdar 1 miter d& &l
21 RFID Tagar usrR & ald & Active RFID Tag, Passive RFID Tag.

Active RFID Tag &t 3mgem work@&et @& v didei@ data transmit &3
& faw Jge @ Power (Electric Supply) &ar 2, =nfar I8  self-
Dependent &rdr 21

Passive RFID Tag @ U g &1 Power Source sigt &ar 2 dfcss I8
Receiver 3 3rmearett Radio Wave Signal 3 electromagnetic induction
® RIgid w2 Power @arar 2, Iifar I8 Power @& fdw Receiver iz
Depend Z&aT 21

NFC (Near-field communication): =5z ws wireless technology 21
o5 technology RFID A ura @t 318 21 33 technology & st NFC Tag
3T NFC Receiver @ &, NFC Tag & st data Store @@t 2, 33 NFC
Receiver read {5 sirar 1 g3 maximum range 10cm a & aidt
e, 3R datarate 106, 212, 424 Kbps de aidt 21

ZigBee: I& Ua wireless technology s, 3iRfsT U i 802.15.4 W
based 21 I& low-cost, low-power &1 FHAT BT 21 SABT A
el S¥ddATeT  battry enabled system & e ST 1 ZigBee w3

topology @1 Jaefer wzar @ 93— Star, cluster tree, mesh topology.

16
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@ coverage range 100 miter 3R data transfer rate 250 Kbps @&
gt 3|

LoRaWAN (Long Range Wide Area Network): oI5 T& new wireless
technology 21 I1& low-cost, low-power &1 J@edfer &ar B, 3T B
range 9gd SmeT &lal & eerster 10A 15 kilomiter eifdser data transmit
speed dga efisft &t @ (300bps to 37.5 Kbps) | g2 faem fm=f license
& radio frequency bands 169 MHz, 433MHz, 868 MHz (Europe) and

915 MHz (North America) and 865 MHz to 867 MHz in India of
LORA.

6LoWPAN (IPv6 over Low power Wireless Personal Area
Networks): I8 Ts wireless sensor network &, foRIar e

home-automation, agricultural 3R industrial monitoring & faE

fepar Sar 21 ¥E IPV6 protocol &1 SXHTe dRaT 2|

It is used with IEEE 802.15,.4 in the 2.4 GHz band,
Outdoor range: ~200 m (maximum)

Data rate: 200kbps (maximum)

Maximum number of nodes: ~100

GSM (Global System for Mobile communication): GSM ©& open

and digital cellular technology 8, fsiaer sdaer voice and data @t
transmate & & o fam wmar &, s f 850MHz, 900MHz,
1800MHz and 1900MHz frequency bands uz operate &ar 21 GSM
technology @& communication purpose & f&w Time Division
Multiple Access (TDMA) technique &1 3u=ner &b T digital system
@ 3u & develop feam o= emi

17
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GPRS (General Packet Radio Services): GPRS ©& wireless 3R

cellular network communication services & o7z Ja 3@ packet-
switching protocol 21 GPRS system GSM network switching &1 w&
integrated part 81 GPRS & Emails, Multimedia messages, Video

Calls Ja1a 21

LTE (Long-Term Evolution): e 4G wireless standard @, st 6 3G
technology @ gefem & ®wst smeT Fasts, foraast average download

speeds of 15 Mbps to 20 Mbps and average upload speeds of 10
Mbps to 15 Mbps.

Application Layer

HTTP CoAP WebSockets
MQTT XMPP DDS AMQP
Transport Layer
TCP UDP

Network Layer

IPv4 IPvb 6LOWPAN

Link Layer

802.3 - Ethernet = 802.16 - WiMax 2G/3G/LTE -

Cellular
802.11 - WiFi 802.15.4 - LR-WPAN

18
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HTTP ( Hyper Text Transfer Protocol ): HTTP Udh QHT SIRIEAN

fSTTh gRT$ce U FI3oR U fobdl 1 dadrse IR JRId s
ERISIRC I

CoAP (Constrained Application Protocol): The CoAP is an
application layer and web-based protocol designed for constrained
devices like sensors. Sensors have a small memory and limited
processing power. The CoAP is similar to the HyperText Transport
Protocol (HTTP) protocol. CoAP is used as the Representative State
Transfer (REST) architecture.

WebSocket: WebSocket is a computer communications protocol,
providing full-duplex communication channels over a single TCP
connection. The WebSocket protocol was standardized by the IETF
as RFC 6455 in 2011. The current API specification allowing web
applications to use this protocol is known as WebSockets.

MQTT (Message Queuing Telemetry Transport): MQTT (MQ
Telemetry Transport) is a lightweight open messaging protocol that
provides resource-constrained network clients with a simple way to
distribute telemetry information in low-bandwidth environments.

XMPP (Extensible Messaging and Presence Protocol): XMPP is the
Extensible Messaging and Presence Protocol, a set of open
technologies for instant messaging, presence, multi-party chat,
voice and video calls, collaboration, lightweight middleware,
content syndication, and generalized routing of XML data.

DDS (Data Distribution Service): It is an loT protocol developed for
M2M (Machine to Machine) Communication by OMG (Object
Management Group). It enables data exchange via publish-
subscribe methodology. DDS makes use of brokerless architecture
unlike MQTT and CoAP protocols.

19
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AMQP (Advanced Message Queuing Protocol): AMQP a more
advanced protocol than MQTT, more reliable and have better
support for security. AMQP enables encrypted and interoperable
messaging between organizations and applications. The protocol is
used in client/server messaging and in loT device management.

TCP (Transmission Control Protocol): Transmission Control
Protocol a communications standard that enables application
programs and computing devices to exchange messages over a
network. It is designed to send packets across the internet and
ensure the successful delivery of data and messages over networks
(TCP is a connection-oriented Protocol).

UDP (User Datagram Protocol): In loT (and data transmission in
general), User Datagram Protocol is less common than TCP. But
UDP often appeals to loT manufacturers because it uses fewer
network resources to transmit and doesn't have to maintain a
constant connection between the two endpoints (UDP is a
connectionless Protocol).

Free Online Computer Classes on
YouTube Channel UPCISS

www.youtube.com/upciss | UB@TSS
For free PDF Notes
Our Website: www.upcissyoutube.com
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loT design methodology

loT desigh methodology loT ecosystem & Te ave A Algorithm @1
BA BT &1 AH total 10 step ald 1 loT ecosystem & v Fdlb
result ®r el @ o &3 a1 step @i follow &2er usar &1

Define Purpose & Requ1rements of IoT system

Define the use cases

V

Define Physical Entities, V|rtua| Entltles, Devices, Resources and Services in the loT system

‘!

Deﬁne the structure (e.g. relatlons, attributes) of all the information in the loT system

*

Map Process and Information Model to services and define service specifications

—

Define the loT level for the system

MapIoT Level to utiona ups

. 2

Define communication options, service hosting options, storage options, device options

Integrate devices, develop and integrate the components

Develop Applications
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The Physical Design/Logical Design of loT

A physical design of an loT system refers to the individual node
devices and their protocols that are utilised to create a functional
loT ecosystem. Each node device can perform tasks such as remote
sensing, actuating, monitoring, etc., by relying on physically
connected devices. It may also be capable of transmitting
information through different types of wireless or wired
connections.

A logical design is a conceptual, abstract design. You do not deal
with the physical implementation details yet; you deal only with
defining the types of information that you need. The process of
logical design involves arranging data into a series of logical
relationships called entities and attributes.

loT Functional Blocks

U 10T system ﬁaﬁﬁﬂ'ﬁfunctional blocks @ﬁ%ﬁﬁ%ﬁl@aﬁ indentify,
sensing, actuation, communication 3R management P &HAT UaT Hd

Application

Services

Management Security

Communication

Device
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loT Communication Models

3R communication model UHTAl Eﬁ?ﬂ% a‘ra's' user's %W Hf ST

Bﬁ?ﬂ % 3R sﬂ@ business H 4t growth @T‘ﬂ % loT § TR Ho]
communication models @ﬁ%ﬁﬁ%:ﬂ%{m@%—

1. Request Response Model
2. Publish Subscribe Model
3. Push Pull Model

4. Exclusive Pair Model

Request Response Model -

Request-Response Model WW@WW@W%WW client
(FATET), server ®I Th request YTl § 3R server Y request Dl
respond xdl g. 29 model &I client-server model ft H8d 3.

=90 od Ut server fobdt request I receive HAT § df I8 request &
3MTYR TR data P fetch 3R retrieve HT g IYT ISP 91 response G|
client BT send HR T B.

AR %ﬁ*l";f—\_rl_d ﬂ-ﬁﬁs‘ client dll3vi} H ot awlsc &l open B
G| request hdl g dl server 39 request & YR W I dSU13C Pl
open hdl 8 3R client BT show HT B.

Client Server
Request Receives requests
Sends - from client,
requests to processes
server Response requests, looks e o Resources

+ 1 up/fetches
Mesources,
prepares
response and
sends response
to client
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Publish Subscribe Model -

q8 T UHR BT HRHT Aled gl ¢ fo1H publisher, broker 3R
consumer JRTferd Q_ei?[ % 3‘8’1}[ publishers SICI &I collect B % 3R
<Y data &l publish G| % Broker & ¢RT 94 data &l manage fopar
of[dl % < data &I consumer & SRT subscribe faT ST %

o§ Yt broker @1 publisher ¥ ®13 data AT & O 98 3 data I
subscribe fbd gJ consumer CARM| a_cﬂ % ERSEal ﬁl?l? T fear %

Publisher Broker
v Consumer-1
Message published Topic-1 -
C to Topic-1 J MRS =
Sends pic-1 | Subscribers ‘::
messages o Consumer-1, ——
topics Consumer-2 T+ Consumer-2

Message published -

to Topic-2 Sy
Subscribers )

Cansumer 3

~* Consumer-3

Push Pull Model -

<Y communication model ff, data producer’s ?Wdata ﬁ@ queue
| push fHaT ST 8. SUP 9IE data collector's 29 data P! queue 7y
collect W%

@%m@fﬁﬁa‘n “push pull model H data producers STeT &l queue
| push Hd B 3R consumers 39 data B! queue oy pull H 3.

Queue T buffer &1 A8 BT HAT g SN b I IR H help HRT
8 1§ consumer 3fR producer & rate H SIHHAT Bl ©.

Queues
Publisher
- . L Consumer-1
Sends I | I I I .
messages to
queue Messages pushed Messages pulled
to queues from queues
SIS T » Consumer-2
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Exclusive Pair Model -

Exclusive pair T bi-directional 3iR fully duplex BRI HISd gidl
8 SN client 3R server & HeO Udh persistent connection @I TONT Bl

.

g U fully duplex HVEF[@?IT%W G{Qf%%gﬂﬁ client 3R server
3l U g{-l\i P message U I&d B,

Request to setup Connection

Response accepting the request

Message from Client to Server
Client » Server

Message from Server to Client

Connection close request

Connection close response

Development Tools used in loT.

Arduino

Yg Udh open-source prototyping @?Wﬁ% Sl fo st 9§ uanT fohd
W 91 STedmR 3R JUedtR TR ATYIRT BIdT §. T8 TP electronic
board Eﬁ?ﬂ%

Arduino RIeHq & fGART &t dig BT HIAT % 3R sensor & ¥ data &I

process BT 8. Arduino Board Td BIeT IT CPU BIdT g foT9H T chip
Wﬂ@?ﬂ%ﬁl@ BH microcontroller 1 MCU Wﬁ %’ I

Arduino SIS &1 TN input &I read Bd electronics BT control HA
3R 3 output H FGa & T8 TH IUBT (device) & =0 H fHaT Sra
g
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SM®W NV TMNMHS
- T v Ay
: DIGITAL (PWM~) & &

it e

8 LT
L tw Emaomemy e, O
Cornems ) S8 0 gy

i

Tessel 2

DT TN 9 loT prototypes 3R applications CAERIEEANIMER!
ITdT B, Tessel 2 T development board & fS & U wifi &1 &HdTT
Bl § 3R 3P GRI A Node.js | scripts D & qohd @.

9 U ethernet connectivity, Wi-Fi connectivity, al USB ports, U
micro USB ports, 32 MB @& flash, 3IR 64MB @I RAM BIdit 5. 394 g§H
3fARad modules &1 Hi UI\Is qhd % o b - %JZRT accelerometers,
RFID 3R GPS 3fe,

9P U9 &l processors gid %’ Ugdl YRR firmware applications G|
ggd as speed H run ®A § AGE HT § 3R QX TR power G|
U T ¥ manage ®1 § 3R input/output ®I control TR H Heg
CRGINS
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Raspberry Pi

The Raspberry Pi is a low cost, credit-card sized computer that plugs
into a computer monitor or TV, and uses a standard keyboard and
mouse. It is a capable little device that enables people of all ages to
explore computing, and to learn how to program in languages like
Scratch and Python.

Chapter 1 exercise

1. ___ “Central Nervous System” 2 =it IOT & global services &T erel 33dT 8 ?

a. Perception Layer
b. Network Layer
c. Application Layer
d. None of these.
2. 10T & yagr RQward e At & 2

a. Heterogeneity (fafdremar)

b. Connectivity
c. Safety
d. All of the above.
3. Dashboards & 3u=ier @b connect and control w2at @& fo@ 10T devices &1 use ®al aTelt Aemait &I Aera

FATE __?
a. Smartphones
b. Tablet and PC
c. Smart Watches
d. All of the above.
4. foeer & A da short-range wireless network @1 example 2 ?

a. WwWw
b. Internet
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c. Wi-Fi
d. VPN

5. 10T Architecture & I3 lowest layer (et w=za) e 3t 29

a. Gateway
b. Smart Devices
c. Cloud
d. None of these.
6. WiFi-ah (Halow) 9w %0 & & fow design feam o= 2 2
a. 802.11
b. Longrange
c. Low power
d. All of the above.
7. fossfaRaa & ¥ @l A1 protocol e publish-subscribe architecture @ ?

a. CoAP
b. HTTPS
c. MQTT
d. HTTP

8. foredfaRaa & A |0T & used sl arell wireless technology & ¥ @Yel & A @& power consume &l & ?
a. GSM/CDMA
b. Wi-Fi
c. Bluetooth
d. Zigbee

9. fereafaiRad & ¥ @i 0T &1 main element i@ 2 ?
a. Things
b. Security
c. Process
d. People

10. ZigBee forsifeiia & & fa @eid (standard) ue based 2 ?
a. |EEE 802.15.4
b. |EEE 802.5
c. |EEE 802.4.13

d. Both (a) and (b).
11. LoRastands for ___?

a. Long Range Radio

b. Low Radio Range

c. Level Range Radio

d. None of these.

12. 10T device & data® AT wiisd &I ddbl forded & A Hiad AT 2 ?

a. Network
b. Automata

c. Cloud
d. Internet
13. __ Resources @t et aret devices @ faiw was application layer protocol & ?
a. TCP/IP
b. MQTT
c. HMTP
d. CoAP

14. I0T & ws Entity ?

a. Business
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16.

17.

18.

19.

20.

b.

[oN

d.
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Government
Consumer
All of the above.

IOT & Je 316 3u=Aor RBU &t @it protocol  F?

a
b.
c

d.

IOT applications & Lightweight protocol & forv fereafaiRaa & & famr su=or e omar 2 2

a.
b.
C.
d

MQTT
ZigBee
XMPP
All of the above.

MQTT
WebSocket
HTTP

All of the above.

MQTT Suite @e) & ___?

a.
b.
C.
d.

Small and Cheap Equipment
Low Memory Device

Low Power Equipment

All of the above.

6LOWPAN _ 2?

a.
b.
c.
d.

Cellular Network & 3Iu=iter f6u et arer fafdresr wireless standards &9

o oo

d.

IPv6 over low power wireless personal area network.
IPv4 over low power wireless private area network.
IPv6 over low energy wired personal area network.
IPv4 over long range wireless private area network.

GSM

CDMA

LTE

All of the above.

RFID Technique & _ fereafaRaa emferer & 2

o0 oo

Antenna
Transponder
Transceiver

All of the above.
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